
eFileIL & re:SearchIL - Security Integration 
 

 
Security Integration API | RELEASED: 8/22/23 

The purpose of this table is to ensure all CMS Partners have implemented uniform exchange values for eFileIL & re:SearchIL so that these services are consistent with the Court’s 
RAP / SC Rule 8. The Values returned by each CMS should be consistent with the Security Values listed. 
 
Supreme Court Rule 8 indicates values of ‘public,’ ‘impounded,’ ‘confidential,’ ‘sealed,’ and ‘expunged.’  Impounded, Confidential, Sealed and Expunged cases and documents 
are currently not authorized for remote access pursuant to the Remote Access Policy and Supreme Court Order. 
 
*Cases and documents, which are secured by Unique Code Identifier (UCI), are applied by the Electronic Filing Manager (EFM) as identified in the Public Facing Configuration 
Codes.  Case and document ECF Security Value is required to be transmitted with every transaction, regardless of security designated by UCI. 

eFileIL 
 

1. CMS response to query for GetCaseResponse API Transaction. 

Security 
(SCR 8) 

ECF Security Value  eFileIL Security 
Setting Sent to 

CMS 

GetCaseResponse API* Description 

Public PublicFilingPublicView Non-
Confidential 

CMS: All fields are returned; no 
masking. 

Accessible by any person upon request, 
which means searching for the case, as 
defined in SCR 8 or as authorized by court 
order.   

Impounded PublicFilingPrivateView Confidential CMS: All fields are masked, except case 
number, case category and case type. 

EFM: Independently secures all fields, 
in addition to case category and case 
type. 

Only the case number should show to the filer. Any 
person (regardless if they are a party of record or a 
participant) can file into the case. The filer must know 
the case number to search for the case. No other 
information should be shown to the filer when the 
case is returned. 

SCR 8 defines accessibility - where electronic filing is 
delivery of documents to a case. The limitations of 
accessibility are applied to the remainder of the case 
information. 

Confidential PublicFilingPrivateView Confidential CMS: All fields are masked, except case 
number, case category and case type. 

Only the case number should show to the filer. Any 
person (regardless if they are a party of record or a 
participant) can file into the case. The filer must know 
the case number to search for the case. No other 
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EFM: Independently secures all fields, 
in addition to case category and case 
type. 

information should be shown to the filer when the 
case is returned. 

SCR 8 defines accessibility – where electronic filing is 
delivery of documents to a case. The limitations of 
accessibility are applied to the remainder of the case 
information. 

Sealed Sealed Confidential CMS: All fields are masked, except case 
number, case category and case type. 

EFM: Independently secures all fields, 
in addition to case category and case 
type. 

Only the case number should show to the filer. Any 
person (regardless if they are a party of record or a 
participant) can file into the case. The filer must know 
the case number to search for the case. No other 
information should be shown to the filer when the 
case is returned. 

SCR 8 defines accessibility - where electronic filing is 
delivery of documents to a case. The limitations of 
accessibility are applied to the remainder of the case 
information. 

Expunged PrivateFilingPrivateView N/A CMS: Error Value “30” is returned – No 
Case Found 

Not accessible as defined in SCR 8. 

re:SearchIL 

1. CMS response to query for GetCaseResponse API Transaction. 

Security 
(SCR 8) 

ECF Security Value  GetCaseResponse API* Description 

Public PublicFilingPublicView CMS: All fields are returned; no masking. 

R/S: All information displayed to all User Groups. 

Accessible by any person upon request as 
defined in SCR 8 or as authorized by court order.   

Impounded PublicFilingPrivateView CMS: All fields are masked, except case number, 
case category and case type. 

R/S: All User Groups – No Case Found 

The Remote Access Policy currently prohibits 
access to impounded cases. 
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Confidential PublicFilingPrivateView CMS: All fields are masked, except case number, 
case category and case type. 

R/S: All User Groups – No Case Found 

The Remote Access Policy currently prohibits 
access to confidential cases. 

Sealed Sealed CMS: All fields are masked, except case number, 
case category and case type. 

R/S: All User Groups – No Case Found 

The Remote Access Policy currently prohibits 
access to sealed cases. 

Expunged PrivateFilingPrivateView CMS: Error Value “30” is returned – No Case 
Found 

Not accessible as defined in SCR 8. 

Note: Currently, no impounded, confidential, or sealed information is available in re:SearchIL as required by the Remote Access Policy and Supreme 
Court Order; in order to eventually expand access to secured cases and documents, re:SearchIL will need to distinguish between impounded and 
confidential settings.  Future amendments to the Remote Access Policy may expand access. 

2.  CMS response to query for GetDocumentResponse API Transaction. 

Security 
(SCR 8) 

ECF Security Value  GetDocumentResponse API* Description 

Public PublicFilingPublicView CMS: Document is returned; no masking. Accessible by any person upon request as defined 
in SCR 8 or as authorized by court order.   

Impounded PublicFilingPrivateView CMS: Document is returned, title is masked as 
“impounded document filed”. 

R/S: All User Groups – CMS Masked Title is 
available, document link is not available. 

The Remote Access Policy currently prohibits 
access to impounded documents. 

Confidential PublicFilingPrivateView CMS: Document is returned, title is masked as 
“confidential document filed”. 

R/S: All User Groups – CMS Masked Title is 
available, document link is not available. 

The Remote Access Policy currently prohibits 
access to confidential documents. 
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Sealed Sealed CMS: Document is returned, title is masked as 
“sealed document filed”. 

R/S: All User Groups – CMS Masked Title is 
available, document link is not available. 

The Remote Access Policy currently prohibits 
access to sealed documents. 

Expunged PrivateFilingPrivateView CMS: Document not returned – no document 
or data is available. 

Not accessible as defined in SCR 8. 

Note: Currently, no impounded, confidential, or sealed information is available in re:SearchIL as required by the Remote Access Policy and Supreme 
Court Order; in order to eventually expand access to secured cases and documents, re:SearchIL will need to distinguish between impounded and 
confidential settings.  Future amendments to the Remote Access Policy may expand access. 

 


